
Multi-factor Authentication  
and Password Security

What is Multi-factor 
Authentication?

Did you
know?

PASSPHRASE DON’TS:

Don’t match previous passwords or passphrases.

Don’t use less than sixteen characters. More characters 
are harder to break.

Don’t use common words spelled backwards.

Avoid personal information such as birthdates, addresses, 
phone numbers, or names of family members, pets, friends, 
and fantasy characters.

Don’t use work-related information such as building names,  
system commands, sites, companies, hardware, or software. 

Avoid number patterns such as aaabbb, qwerty, zyxwvuts,  
or 123321.

Complex: A strong password is as lengthy as possible and 
includes uppercase letters, lowercase letters, numbers, and 
special characters.

Random: Use random combinations of characters and avoid 
easy-to-guess phrases like the name of your first pet or high 
school mascot.

Unique: Use a different password 
for every account. Otherwise, a 
single data breach can compromise 
several accounts.

Password Security
Do’s and Don’ts

Lengthen your password 
to maximize its strength

When available, use 
multi-factor authentication

Change your 
passwords periodically

Never use the same 
password for more than 
one account

Do not share your 
passwords with anyone

Avoid writing down 
your passwords.

Avoid predictable 
strings like 123456.

Don’t use words/terms that can be found in a 
dictionary, including foreign language, or 
exist in a language slang, dialect, or jargon. 
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A password-cracking expert has 
unveiled a computer cluster that 
can cycle through as many as 
350 billion guesses per second.
– Source: 2012, ARS Technica

MFA is added layer(s) of protection, that confirm you are really you. 
Even if a bad actor knows your password, this added layer (multi-factor 
authentication) would stop them from being able to access your assets.

MFA strengthens access security by requiring multiple factors to verify 
your identity. These factors can include something you know - like a 
username and password, plus something you have - like a smartphone 
app to approve authentication requests.

MFA protects against phishing, social engineering and password brute-
force attacks and secures your logins from attackers exploiting weak or 
stolen credentials.

Why should I 
care about MFA?

MFA is added layers of security to better protect you and your valuable 
assets. You should care about MFA as it protects you from bad actors, 
beyond just a password. This does not eliminate your password - but works 
with it to add a line of defense between you and the bad guys.

After initial install and set 
up - MFA is done through a 
quick single click or touch 
from you, the user, to 
confirm you are who you say 
you are. Most MFA allows 
you to choose how to per-
sonalize this added security 
accommodating your desires 
and preferences (i.e. mobile 
phone, yubikey, etc.)
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Trust?

More and more entities are adding MFA 
options. Understand the security features 
offered to you where your most valuable 
assets are housed. If MFA is not offered 

to you - consider choosing a provider 
who offers MFA for your best protection.

MFA or No-Way!

… and never use the 
“Save” or “Remember” your 

password option in any 
browser or application. 

Password managers are the 
most secure option.

Constructing a safe

Consider using a passphrase, which is an easier, better 
way to choose a password. Passphrases are often 

easiest to remember because words can be easier to 
recall than an acronym or series of numbers.

Aim for 20 to 30 
characters in length

Use three or more words 
then inject numbers into 
the phrase.

Or, choose random 
words that would never 
be associated with each 
other

PASSPHRASE
BASICS

PASSPHRASE DO’S:

Use at least sixteen 
alphanumeric characters

Use both upper and 
lowercase letters. 

Use at least one number

Use at least one special  
character ;-)
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Password 101

PASSPHRASE EXAMPLES:

Password Management
Consider using a password manager. 
Password managers can help you to store, 
organize and even generate strong and unique 
passwords.

Posted anywhere in plain view

In a mobile device “notepad” or 
“notebook” application

Programmed as a mobile device contact

Taped onto or underneath your desk accessories

In a notebook sitting next to the computer

Written on your keyboard

Written on a piece of paper in your work bag

On a sticky note taped to the monitor

In an unsecured Excel file
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places to store 
your password




